Your partner
in progress

Digital Trust
Courses and
Qualifications

Add value to your
organization, whilst
progressing your careet.




How BSI can help

Training

We support you with a range of qualifications and
training courses. Multiple delivery formats are
available to suit your busy schedules.

Gap assessment

Book a gap assessment with us and we will take a
closer look at your existing management system
or best practices. We will provide you with a report
to help you identify the areas that are inline with
the standards, and those areas that need further
improvement.

Certification

Certification from BSI, as a reputable certification
body, demonstrates your organization is
committed to meeting high standards while
enhancing your organization’s credibility and
reputation.

Internal and supplier audits*

Working with you, BSI can offer audits tailored to
meet your organization’s specific requirements,
both internally and across your supply chain.

*Limitations may apply if pursuing BSI certification services.

Software tools and solutions

BSI Connect is the integrated technology solution
hosting information such as status of
assessments, corrective action plans and
certificates - visible across your organization
supporting decision making.

Digital trust courses and qualifications

Our growing range of courses and qualifications are here to equip
you with the practical skills needed to plan, implement and drive
success, whilst unlocking new career opportunities along the way.

Flexible delivery formats

» Virtual instructor led training (VILT) / Live online training
* Instructor led training (ILT) / Classroom-based training

* On-demand eLearning (OD)

* In-house training

Browse courses and qualifications
Click the link to go to the page

Information security ISO/IEC 27001
Privacy Management ISO/IEC 27701
Cloud Security / Cyber Security

Artificial Intelligence (AI)

HRD Corp Claimable Course

Our training courses are HRD Corp Claimable
Course. More information, refer to HRD Corp
official website: https://hrdcorp.gov.my/
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Information Security
ISO/IEC 27001

On-demand elearning (OD)

eLearning: ISO/IEC 27001:2022 Requirements

The course aims to explain the main requirements of ISO/IEC
27001:2022 and its organizational benefits. You'll gain an
understanding of effective information security management
throughout an organization and therefore protection of your
information and those of your interested parties.

Duration: 4 hours  Delivery format: OD
Course type: Understanding | Course details

eLearning: ISO/IEC 27002:2022 Implementing the
Changes

This course offers a review of the updated standard from ISO/IEC
27002:2013 to ISO/IEC 27002:2022, focusing on the key differences
and how an organization may put these changes into action

Duration: 4 hours  Delivery format: OD
Course type: Understanding | Course details

Instructor led training (ILT) / Virtual instructor led
training (VILT) / In-house

ISO/IEC 27001:2022 Requirements

This training course explores and explains the requirements for
the international standard for information security management
systems (ISMS) ISO/IEC 27001 and how it benefits an organization

Duration: 2 days Delivery format: VILT/In-house
Course type: Understanding | Course details

ISO/IEC 27001:2022 Implementing

This course aims to embed the skills and knowledge necessary for
you to carry out your own information security implementation
project. You'll learn various implementation techniques,
challenges, common mistakes and an overall in-depth information
on all you need to know to successfully implement ISO/IEC 27001

Duration: 2 days Delivery format: VILT/In-house
Course type: Implementation |_Course details

ISO/IEC 27001:2022 Lead Implementer

We'll teach you how to set up an ISMS that conforms to ISO/IEC
27001:2022 in an organization. You'll focus on developing your
project management ability to lead a team with the
implementation of an ISMS in your business.

Duration: 5 days Delivery format: VILT/In-house
Course type: Implementation |_Course details

Masterclass: ISO/IEC 27001 Information Security
Management Systems

The course cover the context of the organization and integration
with business processes. You'll have the chance to critically
appraise processes, hands-on, and take away sound knowledge of
ISO/IEC 27001, the ISMS framework, and how best to apply this

Duration: 5 days Delivery format: In-house
Course type: Implementation | Course details

CQI and IRCA Certified ISO/IEC 27001:2022 Auditor
Conversion Training Course (PR374)

This course will provide you with the knowledge and skills required
to perform first, second and third-party audits of Information
Security Management Systems against ISO/IEC 27001 (with ISO/
IEC 27002), in accordance with ISO 19011 and ISO/IEC 17021, as
applicable.

Duration: 3 days Delivery format: VILT/In-house
Course type: Auditing | Course details
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https://www.bsigroup.com/en-MY/training-courses/isoiec-270012022-requirements-on-demand/
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ISO/IEC 27002:2022 Implementing the Changes

This course provides a review to the updated standard from ISO/
IEC 27002:2013, what the key differences are and how an
organization may implement these changes should they choose to
do so.

Duration: 1 day Delivery format: VILT/ In-house
Course type: Understanding | Course details

ISO/IEC 27002:2022 Information Security Controls
Implementation

This course provide guidance on implementing the controls from
ISO/IEC 27001 and other relevant management practice guidance.
You'll be able to identify appropriate controls to be implemented

in different situations, along with the benefits and potential pitfalls
of doing so.

Duration: 2 days Delivery format: VILT/In-house
Course type: Implementation | Course details

ISO/IEC 27005:2018 Information Security Risk
Management

This course provides you with clear and practical guidance on the
framework and steps involved to identify, analyse and manage
information security risks. It will help you to review your existing
risk treatments and controls and ensure they are appropriate to
manage and reduce the identified risks.

Duration: 2 days Delivery format: In-house
Course type: Understanding | Course details

Payment Card Industry Data Security Standard (PCI
DSS) v4.0

This course will help you understand the structure of the PCI DSS
v4.0 and what is involved in meeting the 12 high-level
requirements, with a focus on those requirements which can be
particularly challenging.

Duration: 2 days Delivery format: In-house
Course type: Understanding |_Course details

Payment Card Industry Data Security Standard (PCI
DSS) v4.0 Implememtation

This course will help you understand the structure of the PCI DSS
v4.0 and what is involved in meeting the 12 high-level
requirements, with a focus on those requirements which can be
particularly challenging.

Duration: 2 days Delivery format: VILT/In-house
Course type: Implementation | Course details
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Auditing Course with BSI Qualifications

ISO/IEC 27001:2022 Internal Auditor

You'll learn how to plan, execute and report on an audit of an ISMS

in an organization assessing its conformance with ISO/IEC
27001:2022.

Duration: 2 days Delivery format: VILT/In-house
Course type: Auditing | Course details

Advance your role and career with qualifications. Get started
your qualification with Practitioner level. Find our more

SOMEC27001 o 150 77001 bSIS e
Reqwrements Internal Auditor @ ORACTITIONER
eLearning Exam Exam

Step 1

Most in-demand Training Course

CQI and IRCA Certified ISO/IEC 27001:2022 Lead
Auditor Training Course (PR373)

Learn to lead effective management systems audits with step-by-
step guidance from initiation to follow-up.

Duration: 5.5 days  Delivery format: VILT/ILT/In-house
Course type: Auditing| Course details

This course include exam qualification with Practitioner level.

ISO/IEC 27001
Requirements
eLearning

@ ISO/IEC 27001

bSl ISO/IEC 27001
@ Lead Auditor
PRACTITIONER
Exam Exam

Lead Auditor

Plus, use of digital audit platform (BSI Connect Plus) during
-I— training. Receive a copy of the platform for free for 10 users.

Step 1

Advanced Auditor Training Course

This advanced-level course helps experienced auditors refine skills
and tackle modern challenges by focusing on integrated digital
processes, vulnerable auditees, and emerging technologies for
more effective audits. This course forms part of Lead / Internal
Auditor Professional Qualification.

Duration: 2 days Delivery format: In-house
Course type: Internal/Lead Auditor | Course details

Build on what you've achieved in the practitioner level by
going more in-depth into areas that will help perform
better in the workplace and industry. Get started your
qualification with Professional level. Find out more

bSI Internal bSl Lead
. Auditor Auditor
Advanced Auditor @ @
PROFESSIONAL PROFESSIONAL
Exam

Prerequisites
Completion of the ISO/IEC 27001 Internal / Lead Auditor
Practitioner qualification.

Step 2

bsigroup.com/en-MY [603 2081 3311 (KL) 603 2081 3312 (PG) 603 2081 3310 (JB) 603 2081 3309 (KCH) | info.malaysia@bsigroup.com

Internal / Lead Auditor Certified Professional
Qualification

This is the final step on your auditor qualification journey which
prove your qualified skills are up-to-date and in practice by
having your qualification certified. A 3-year rolling program
validating practical application of skills and continuing
professional development.

Duration: n/a
Course type: Professional qualification | Pathway details

Get started your qualification with Certified Professional

level. Find out more
bSi Internal bSi Lead
Auditor Auditor
@ CERTIFIED @ CERTIFIED
PROFESSIONAL PROFESSIONAL
Prerequisites

Completion of the ISO/IEC 27001 Internal / Lead Auditor
Professional qualification.

Practical Application

Step 3

@2026 BSI. All rights reserved.


https://www.bsigroup.com/en-MY/training-courses/advanced-auditor-training-course/
https://www.bsigroup.com/en-MY/training-courses/iso-27001-internal-auditor-practitioner/
https://www.bsigroup.com/en-MY/training-courses/lead-internal-auditor-professional/
https://www.bsigroup.com/en-MY/training-courses/lead-internal-auditor-certified-professional-qualification/
https://www.bsigroup.com/en-MY/training-courses/lead-internal-auditor-certified-professional-qualification/
https://www.bsigroup.com/en-MY/training-courses/iso-27001-2022-lead-auditor-training/
https://www.bsigroup.com/en-MY/training-courses/iso-27001-2022-internal-auditor-course/

Privacy Management
ISO/IEC 27701

Instructor led training (ILT) / Virtual instructor led
training (VILT) / In-house

ISO/IEC 27701:2025 Requirements

Understand how ISO/IEC 27701 can extend your ISO/IEC 27001
information security management system (ISMS) to include
requirements for protecting personally identifiable information
(PII) and provide a framework for a privacy information
management system.

Duration: 1 day Delivery format: VILT/In-house
Course type: Understanding | Course details

ISO/IEC 27701:2025 Implementation

This course help you to provide a typical framework for extending
your ISO/IEC 27001 information security management system
(ISMS) including the more specific requirements and guidance for
protecting your organization'’s personally identifiable information
(PII), together constituting a privacy information management
system.

Duration: 2 days Delivery format: VILT/In-house
Course type: Implementation |_Course details

ISO/IEC 27701:2025 Internal Auditor

This course will provide you with sufficient information on auditing
your ISO/IEC 27701:2025 implementation to enable you and your
organization to understand, detect, correct and monitor the
effectiveness of the framework. You'll be provided with a series of
practical exercises and class discussions, which will develop your
internal audit ability.

Duration: 2 days Delivery format: VILT/In-house
Course type: Auditing | Course details
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https://www.bsigroup.com/en-MY/training-courses/isoiec-27701-2025-requirements-training-course/
https://www.bsigroup.com/en-MY/training-courses/isoiec-27701-2025-implementation-training-course/
https://www.bsigroup.com/en-MY/training-courses/isoiec-27701-2025-internal-auditor-training-course/

Cloud Security / Cybersecurity

On-demand elearning (OD)

eLearning: CSA STAR Lead Auditor

This course provides insight into the fundamentals of cloud
computing, its advantages and disadvantages. It provides an
insight into how CSA STAR certification can help you decide
whether to outsource your services to a cloud service provider

Duration: 6 hours  Delivery format: OD
Course type: Understanding | Course details

eLearning: Auditing Cloud Security for STAR
Certification

Led by an experienced tutor, this course will help you learn how to
audit cloud security for the STAR certification programme and
learn how to apply the maturity model when auditing a provider’s
security controls.

Duration: 4 hours  Delivery format: OD
Course type: Understanding | Course details

eLearning: ISO/IEC 27400:2022 Cybersecurity - IoT
Security and Privacy Guidelines

This course provides a summary of the characteristics,
stakeholders, life cycles and risk sources of IoT systems. ISO/IEC
27400:2022 contains guidance on controls that may be applied to
enhance the security and privacy of these systems.

Duration: 4.5 hours Delivery format: OD
Course type: Understanding | Course details

bsigroup.com/en-MY |603 2081 3311 (KL) 603 2081 3312 (PG) 603 2081 3310 (JB) 603 2081 3309 (KCH) | info.malaysia@bsigroup.com @2026 BSI. All rights reserved.



https://www.bsigroup.com/en-MY/training-courses/isoiec-274002022-cybersecurity---iot-security-and-privacy-guidelines/
https://www.bsigroup.com/en-MY/training-courses/auditing-cloud-security-for-csa-star-certification-on-demand/
https://www.bsigroup.com/en-MY/training-courses/csa-star-the-cloud-security-and-privacy-governance-and-compliance-program-on-demand-training-course/

Artificial Intelligence (AI)

On-demand elearning (OD)

eLearning: How to assess robustness of neural
networks awareness

This course aims to give you knowledge of the main technical
concepts of ISO/IEC 24029-1:2021, by explaining the different
methods through which robustness can be assessed, as well as
more advanced concepts such as data perturbation and abstract
interpretation.

Duration: 1/2 hour Delivery format: OD
Course type: Understanding | Course details

eLearning: Robustness for neural networks - ISO/IEC
24029-1:2021 introduction

In this course, we will introduce the concept of robustness in the
context of deep learning systems, by exploring the potential
dangers of non-robust neural networks and proposing a workflow
for identifying and assessing robustness issues, following ISO/IEC
24029-1:2021.

Duration: 2.5 hours Delivery format: OD
Course type: Implementation |_Course details

eLearning: ISO/IEC 42001 :2023 Requirements

Gain a thorough understanding of the history and development of
ISO/IEC 42001 :2023, key terms, definitions and the ISO
harmonized structure. In this course, you'll learn to interpret and
apply the key concepts and principles of the standard to existing
processes within your organization.

Duration: 4 hours Delivery format: OD
Course type: Understanding | Course details

bsigroup.com/en-MY [603 2081 3311 (KL) 603 2081 3312 (PG) 603 2081 3310 (JB) 603 2081 3309 (KCH) | info.malaysia@bsigroup.com

eLearning: ISO/IEC 42001:2023 Artificial Intelligence
Awareness

This short course makes you aware of what Al is, why it is
important, and how your organization manages the threat. It also
considers how you are a vital piece of the jigsaw and what you can
do to help your organization.

Duration: 1/2 hour Delivery format: OD
Course type: Introduction |_Course details

eLearning: ISO/IEC 22989:2023 Understanding Al
Concepts and Terminology

ISO/IEC 22989:2023 is a normative reference in ISO/IEC
42001:2023. This course will provide you with an understanding of
the main concepts of Al and Al systems to complement your
knowledge of management system standards.

Duration: 4 hours Delivery format: OD
Course type: Introduction | Course details

eLearning: ISO/IEC TR 24028:2020 - Overview of
Trustworthiness in Artificial Intelligence

Explore the fundamental principles and practical guidelines of ISO
24028:2020 on trustworthiness in Artificial Intelligence. This
concise course delves into the critical aspects of building and
deploying trustworthy Al systems.

Duration: 3 hours Delivery format: OD
Course type: Introduction | Course details

eLearning: Bias in Al systems and Al aided decision
making - ISO/IEC 24027:2021

This course delves into the critical topics of bias and fairness in Al
system, based on the ISO/IEC 24027:2021 standard. The course
explores the importance of the ethical and fair development in Al
Technologies.

Duration: 2 hours Delivery format: OD
Course type: Introduction | Course details

@2026 BSI. All rights reserved.


https://www.bsigroup.com/en-MY/training-courses/isoiec-24029-12021---how-to-assess-robustness-of-neural-networks/
https://www.bsigroup.com/en-MY/training-courses/isoiec-24029-12021---introduction-to-robustness-for-neural-networks/
https://www.bsigroup.com/en-MY/training-courses/iso-42001-requirements-on-demand-training/
https://www.bsigroup.com/en-MY/training-courses/iso-iec-42001-artificial-intelligence-awareness-on-demand-training/
https://www.bsigroup.com/en-MY/training-courses/isoiec-22989-understanding-ai-concepts-and-terminology-on-demand/
https://www.bsigroup.com/en-MY/training-courses/iso-iec-tr-24028--overview-of-trustworthiness-in-artificial-intelligence-training/
https://www.bsigroup.com/en-MY/training-courses/bias-in-ai-systems-and-ai-aided-decision-making--isoiec-240272021-on-demand-training-course/

eLearning: Bias in Al systems and Al aided decision-
making awareness

This course delves into the critical topics of bias and fairness in Al
system, based on the ISO/IEC 24027:2021 standard. You'll gain a
deeper understanding of the concept of bias and learn practical
approaches to evaluate and address bias in Al systems.

Duration: 1/2 hours Delivery format: OD
Course type: Introduction | Course details

Instructor led training (ILT) / Virtual instructor led
training (VILT) / In-house

ISO/IEC 42001:2023 Requirements

Gain a thorough understanding of the history and development of
ISO 42001:2023, key terms, definitions and the ISO harmonized
structure. In this course, you'll learn to interpret and apply the key
concepts and principles of the standard to existing processes
within your organization.

Duration: 1 day Delivery format: VILT/In-house
Course type: Understanding |_Course details

ISO/IEC 42001:2023 Lead Implementer

You'll gain an internationally recognized qualification that enables
you to implement exceptional information security management
standards in your organization. In becoming a lead implementer,
you can also set the highest standard of information management
tailored to your organization.

Duration: 4 days Delivery format: VILT/In-house
Course type: Implementation|_Course details

i

Online classes and exam really helps
busy people like me to step on major
milestone of our career.

Training delegate



https://www.bsigroup.com/en-MY/training-courses/iso-42001-requirements-training-course/
https://www.bsigroup.com/en-MY/training-courses/iso-42001-lead-implementer-training-course/
https://www.bsigroup.com/en-MY/training-courses/bias-in-ai-systems-and-ai-aided-decision-making-awareness-on-demand-training-course--awareness/

Auditing Course with BSI Qualifications

ISO/IEC 42001:2023 Internal Auditor

This course aims to enhance your ISO/IEC 42001 auditing skills and
build confidence in planning, conducting, and reporting effective
internal audits.

Duration: 2 days Delivery format: VILT/In-house
Course type: Auditing | _Course details

Advance your role and career with qualifications. Get started
your qualification with Practitioner level. Find our more

bSi 1SO 42001
ISO/IEC 22989 (}) ISO/IEC 42001 (1) ISO/IEC 42001 @

Understanding Requirements Internal Auditor PRACTITIONER

Exam Exam Exam

Step 1

ISO/IEC 42001:2023 Lead Auditor

Learn to lead effective management systems audits with step-by-
step guidance from initiation to follow-up.

Duration: 5 days Delivery format: VILT/In-house
Course type: Auditing | _Course details

Advance your role and career with qualifications. Get started
your qualification with Practitioner level. Find our more

bSi IS0 42001
ISO/IEC 22989 @ ISO/IEC 42001 @ ISO/IEC 42001 read fudter
Understanding Requirements Lead Auditor ORACTTIONER
Exam Exam Exam
_I_ Use of digital audit platform (BSI Connect Plus) during training.
Receive a copy of the platform for free for 10 users.

Step 1

Advanced Auditor Training Course

This advanced-level course helps experienced auditors refine skills
and tackle modern challenges by focusing on integrated digital
processes, vulnerable auditees, and emerging technologies for
more effective audits. This course forms part of Lead / Internal
Auditor Professional Qualification.

Duration: 2 days Delivery format: In-house
Course type: Internal/Lead Auditor | Course details

Build on what you've achieved in the practitioner level by
going more in-depth into areas that will help perform
better in the workplace and industry. Get started your
qualification with Professional level. Find out more

bSI Internal bSl Lead
. Auditor Auditor
Advanced Auditor @ @
PROFESSIONAL PROFESSIONAL
Exam

Prerequisites
Completion of the ISO/IEC 42001 Internal / Lead Auditor
Practitioner qualification.

Step 2

bsigroup.com/en-MY [603 2081 3311 (KL) 603 2081 3312 (PG) 603 2081 3310 (JB) 603 2081 3309 (KCH) | info.malaysia@bsigroup.com

Internal / Lead Auditor Certified Professional
Qualification

This is the final step on your auditor qualification journey which
prove your qualified skills are up-to-date and in practice by
having your qualification certified. A 3-year rolling program
validating practical application of skills and continuing
professional development.

Duration: n/a
Course type: Professional qualification | Pathway details

Get started your qualification with Certified Professional

level. Find out more
bSi Internal bSi Lead
Auditor Auditor
@ S @ eSS
Prerequisites

Completion of the ISO/IEC 42001 Internal / Lead Auditor
Professional qualification.

Practical Application

Step 3

@2026 BSI. All rights reserved.


https://www.bsigroup.com/en-MY/training-courses/isoiec-42001-2023-lead-auditor-practitioner-qualification/
https://www.bsigroup.com/en-MY/training-courses/advanced-auditor-training-course/
https://www.bsigroup.com/en-MY/training-courses/isoiec-420012023-internal-auditor-practitioner-qualification/
https://www.bsigroup.com/en-MY/training-courses/lead-internal-auditor-professional/
https://www.bsigroup.com/en-MY/training-courses/lead-internal-auditor-certified-professional-qualification/
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https://www.bsigroup.com/en-MY/training-courses/isoiec-42001-internal-auditor-training-course/
https://www.bsigroup.com/en-MY/training-courses/isoiec-42001-lead-auditor-training-course/

Al Governance Qualifications

Al Governance Foundation

This qualification develops the foundation level of understanding
for anyone involved in managing, governing implementing or
auditing Al systems or Al management systems.

Duration: 12 hours  Delivery format: OD
Course type: Specialist |_Course details

Advance your role and career with qualifications. Get started
your qualification with Foundation level.

bsi

ISO/IEC 22989 ISO 42005 AI ISO/IEC 23984 o emance
Understanding @ System Impact @ Al Risk @
Al Concepts Assessment Management FOUNDATION
Exam Exam Exam

Al Governance Practitioner

This qualification allows individuals to have an understanding of
the key terms, definitions and concepts of Al, Al systems, impact
assessment and risk management based upon the associated
group of standards; ISO/IEC 22989:2023, ISO/IEC 42005 and ISO
23894 helping with the management of an ISO/IEC 42001:2023
AIMS its implementation and the development of risk assessment
and risk management frameworks.

Duration: 20 hours Delivery format: OD
Course type: Specialist | Course details

Get started your qualification with Practitioner level.

ISO/IEC 22989 ISO 42005 Al ISO/IEC 23984
Understanding @ System Impact @ Al Risk
AI Concepts Assessment Management
Exam Exam Exam
ISO/IEC ISO/IEC bst Govermance
42001:2023 @ 42001:2023 @
Controls Requirements PRACTITIONER
Exam Exam

Note: Delegates who have already achieved the AI Governance
Foundation qualification will only need to complete the following
courses to attain the AI Governance Practitioner qualification:

« ISO/IEC 42001:2023 Requirements Training Course
» Implementing ISO 42001 Controls

bsigroup.com/en-MY [603 2081 3311 (KL) 603 2081 3312 (PG) 603 2081 3310 (JB) 603 2081 3309 (KCH) | info.malaysia@bsigroup.com

Al Governance Professional

The Al Governance Professional qualification builds on the Al
Governance Practitioner qualification by providing a deeper and
more technical understanding of Al governance. It develops the
knowledge and skills needed to strengthen Al governance and
support the safe and compliant adoption of Al

Duration: 32 hours Delivery format: OD
Course type: Specialist | Course details

Get started your qualification with Professional level.

ISO/IEC 22989 ,
Understanding AI @ ISO 42005 AI System @ ISO/IEC 23984 AI Risk
C Impact Assessment Management

oncepts
Exam Exam Exam

ISO 24027 Bias in Al
@ Systems & Al Aided
Decision-making

Exam Exam

ISO/IEC 42001:2023 @ ISO/IEC 42001:2023
Controls Requirements

ISO 24028 @ ISO 24029 Assessment
Trustworthiness in Al of the Robustness of
Neural Networks PROFESSIONAL

Exam Exam

Governance

Note: Delegates who have already achieved the AI Governance
Practitioner qualification will only need to complete the following
courses to attain the AI Governance Professional qualification:

» ISO 24027 Bias in AI Systems and Al Aided Decision-making
« ISO 24028 Trustworthiness in Artificial Intelligence
» ISO 24029 Assessment of the Robustness of Neural Networks

@2026 BSI. All rights reserved.
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